
MEMORANDUM      

Date: March 20, 2020 

Re: Use of Nondisclosure Agreements (NDA’s) Under Federal, State & Local Laws 

In the last few days, many clients have posed questions to me regarding the use of nondisclosure 
agreements (NDA’s) in conjunction with tenant issues.  Understandably, landlords are seeking to use 
NDA’s to receive assurance from tenants that a particular concession or other expression of goodwill 
made to the tenant under the present circumstances remain a private matter.  NDA’s protect a landlord’s 
reputation by barring tenants from disparaging landlords on social media or in online reviews.  Before 
using any nondisclosure agreement, however, all landlords should be aware of the following concerns 
that apply to using NDA’s in consumer transactions. 

NDA’s used in consumer transactions are subject to the federal Consumer Review Fairness Act of 2016, 
15 U.S.C. § 45b.  Pursuant to the Consumer Review Fairness Act, any provision of a “form contract” is 
void if such provision restricts the ability of a consumer to make any “review, performance assessment 
of, or other similar analysis of” the services or conduct of another party to the contract.  It is unlawful 
for anyone to offer a “form contract” that is prohibited under the Act.  The FTC and state Attorneys 
General may bring suit against parties in violation of the Act.  Additionally, Chicago tenants may seek to 
bring actions against landlords under the Illinois Consumer Fraud Act.  If illegal under the Consumer 
Review Fairness Act, these agreements would also constitute violations of the Chicago Residential 
Landlord Tenant Ordinance.         

Whether an NDA is unenforceable under the Consumer Review Fairness Act is therefore dependent 
upon whether the NDA constitutes a “form contract.”  For purposes of the Act, a “form contract” means 
a contract with standardized terms imposed on an individual without a meaningful opportunity for such 
individual to negotiate the standardized terms.       

Caselaw and other guidance interpreting the Consumer Review Fairness Act is currently somewhat 
sparse.  In order to avoid potential violations of the Act, we are providing the following guidance: 

1. Do not simply “fill in the blanks” on a form NDA.  Any agreement containing an NDA 
should be tailored and particularized to an individual tenant and his or her specific 
circumstances; 
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2. Do not present the NDA to the tenant as a “take it or leave it” proposition.  Allow the 
tenant a “meaningful opportunity” to negotiate its terms; 

3. Document all compliance with #1 and #2, including any and all discussions with the 
tenant reflecting negotiations, all discussions with counsel, all efforts made to tailor the 
agreement to the particular set of circumstances at issue, etc. 

   
Please let us know if you have questions or would like to discuss issues relating to NDA’s further.  
Careful consideration of these issues prior to entering an NDA could ensure that it remains valid and 
enforceable and also avoid significant potential liabilities. 

Sincerely, 

Cary G. Schiff & Associates 
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